
SSL Certificate is not recognized as valid on legacy devices (Android 4X, Old IOS). How to fix?

That is possible for Comodo Certificates.
The main thing you should know is that you will need to make some changes to a certificates chain.
On an example of Apache 2.4.9 please follow a guide on how to set up SSL.
After everything has been done and your website resolves as HTTPS correctly, do the following:
1. Find and open your current certificate in a text editor ;
(You can check configuration to find a path to a certificate: e.g. /etc/apache2/sites-enabled/000-
default.conf for Ubuntu includes path for certificate and string 'SSLCertificateFile /etc/ssl/certs/ssl-
cert-snakeoil.pem' shows certificate location itself. From system to system paths may vary.)

2. Open your site certificate in a text editor.
Add there two blocks including root and specific intermediate chain below site certificate ;
For example if certificate initially included:
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https://openprovider.help/books/ssl-certificates/page/ssl-installation-on-apache-249


-----BEGIN CERTIFICATE----------END CERTIFICATE-----

Then after changes it will look like:





-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN CERTIFICATE----------END CERTIFICATE-----



Green is a website certificate, Red = root, Blue = special AAA intermediate certificate.
Attention! Root and intermediates may vary. Refer to actual ones from this article.
Check configuration:

Reboot apache:

Changes reflects immidiatelly, your SSL Certificate will be shown as trusted and valid in both
modern and legacy browsers.

Before (Android 4.4) After (Android 4.4)

apachectl -t

sudo service apache2 reload

https://openprovider.help/books/ssl-certificates/page/my-domain-certificate-is-untrusted-after-the-may-30th
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