Making SSL work on a legacy
devices

Question:

SSL Certificate is not recognized as valid on legacy devices (Android 4X, Old 10S). How to fix?

Answer:

That is possible for Comodo Certificates.
The main thing you should know is that you will need to make some changes to a certificates chain.

On an example of Apache 2.4.9 please follow a guide on how to set up SSL.

After everything has been done and your website resolves as HTTPS correctly, do the following:

1. Find and open your current certificate in a text editor ;

(You can check configuration to find a path to a certificate: e.g. /etc/apache2/sites-enabled/000-
default.conf for Ubuntu includes path for certificate and string 'SSLCertificateFile /etc/ssl/certs/ssl-
cert-snakeoil.pem' shows certificate location itself. From system to system paths may vary.)

2. Open your site certificate in a text editor.
Add there two blocks including root and specific intermediate chain below site certificate ;
For example if certificate initially included:


https://openprovider.help/books/ssl-certificates/page/ssl-installation-on-apache-249

MIIFtDCCBJygAwIBAgIQE553nZKKeoPqlkf6iN7auDANBgkghkiGOwWOBAQsFADCB
jZELMAKGA1UEBhMCROIXGzAZBgNVBAQTEkdyZWFO0ZXIgTWFuY2hlc3RICEQMA4G
ALUEBXMHU2FsZm9yZDEYMBYGA1UEChMPU2VjdGInbyBMaW1pdGVkMTcwNQYDVQQD
Ey5TZWNOaWdvIFJTQSBEb21haW4gVmFsaWRhdGIvbiBTZWN1cmUgU2VydmVylENB
MB4XDTIwMDQyMDAwWMDAWMFoXDTIXMDQyMTIzNTk10VowFTETMBEGA1UEAXMKaG9z
dGVKLmMZ1bjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBALIVIN7pLEWG
IC84+wuzemtOi5zWYpXg2gLlp+HrévWofuYzbxKhHQLISUuH)3mMMRQhRcGWTmI1lv
C2qocDRTpy804yPpz+nrVhhevZniW9MPg1lmaQgPOcdbUINZWdAUT6WZEFgODVrOj/
NQRFXcducjtWHwE3dMy7ws4Jreol8epNARMrWFTHshWxO3cL4bOLLRbOG16B6s09
BfDV5NF2Wm4EHVvO98mgWHwePQqdQ3XZ/kWLkcV3oCeK3t+)8s8PztSKdeEG/hbL5i
yelju/sfVm+1TFYPRdcyeu30eV4otEWHOeipfPUx14QC4ylS5uyOzsjQx/4U8ctU
Y7wle3NTnfkCAWEAAaOCAoMwgg)/MB8GA1UdIwQYMBaAFI2MXsRUrYrhd+mb+ZsF
4bgBjWHhMBOGA1UdDgQWBBQSTE/dgNt43q4GcG7m5bjVBrib7jAOBgNVHQ8BASFSE
BAMCBaAwDAYDVROTAQH/BAIWADAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUH
AwlwSQYDVROgBEIwWQDAOBgsrBgEEAbIXAQICBzAIMCMGCCsGAQUFBwIBFhdodHRw
czovL3NIY3RpZ28uY29tLONQUzAIBgZngQwBAgEwWgYQGCCsGAQUFBWEBBHgwdjBP
BggrBgEFBQcwA0ZDaHROcDovL2NydC5zZWN0OaWdvLmNvbS9TZWNOaWdvUINBRGOt
YWIuVmFsaWRhdGIVbINIY3VyZVNIcnZIckNBLmNydDAjBggrBgEFBQcwAYYXaHRO
cDovL29jc3Auc2VjdGInby5jb20w]JQYDVRORBB4wWHIIKaG9zdGVkLmZ1bolOd3d3
Lmhvc3RIZC5mdW4wggEFBgorBgEEAdZ5AgQCBIH2BIHZAPEAdgB9PVL4j/+IVWgk
wsDKnIKJeSvFDngJfy5ql2iZfiLw1wAAAXGXTEtUAAAEAWBHMEUCIAr63zp0OX094
//t4bwpGl9sMmoFOwFkqzK+IdPJACHeGAIEA3fgT9t7ws8m/PrrNXBgelQng4OKm
9QYjiytIH2kEoPUAdwCUILwejtWNblhzH4KLIiwNOdpNXmxPID1h204vWE2iwgAA
AXGXTEt8AAAEAWBIMEYCIQDrzLW8UyfmVsnXwatkVgVf3eChRIktRq1C9EBn3BDX
/QIhAI2VS)JjUQO01YQGYI7rWPYEh86VQg5/I1zoLE9ibSXZv)fMAOGCSqGSIb3DQEB
CwUAA4IBAQAEV]Kyyqg/alWNuxDDcjE9IxQ6sjTN+eJFYWzLuybYgLSh+tjogMxUt
2fMzvgMwtHZZ)YX2LRh)xUl)yaEQtYfiPV+P7v5DcpZdc3zj7idXVf+plCPEKkLo4
HAOYWEYVbSAjueiuDMVXxQODWij+2hCeyguHIrN6Ld/nABFbZMZqPyOFidLS9AOu0
kOEcEobeOEFnhRdKNjgmv4kZJAI/R/1U75DDYkx2GVIRRi52Rclko6cBuDgxVSfY
GYB6D11iZGeo/VGMKRmMCcR4kf+sxsEHzBHUvgwHhDV)7xC5HttxdPfP1CVQjdj)y
/mn/gbHuybKBmhEfKDIY7ARSgGH+c7ym

Then after changes it will look like:






MIIFtDCCBJygAwIBAgIQE553nZKKeoPqlkf6iN7auDANBgkghkiGOwWOBAQsFADCB
jZELMAKGA1UEBhMCROIXGzAZBgNVBAQTEkdyZWFO0ZXIgTWFuY2hlc3RICEQMA4G
ALUEBXMHU2FsZm9yZDEYMBYGA1UEChMPU2VjdGInbyBMaW1pdGVkMTcwNQYDVQQD
Ey5TZWNOaWdvIFJTQSBEb21haW4gVmFsaWRhdGIvbiBTZWN1cmUgU2VydmVylENB
MB4XDTIwMDQyMDAwWMDAWMFoXDTIXMDQyMTIzNTk10VowFTETMBEGA1UEAXMKaG9z
dGVKLmMZ1bjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBALIVIN7pLEWG
IC84+wuzemtOi5zWYpXg2gLlp+HrévWofuYzbxKhHQLISUuH)3mMMRQhRcGWTmI1lv
C2qocDRTpy804yPpz+nrVhhevZniW9MPg1lmaQgPOcdbUINZWdAUT6WZEFgODVrOj/
NQRFXcducjtWHwE3dMy7ws4Jreol8epNARMrWFTHshWxO3cL4bOLLRbOG16B6s09
BfDV5NF2Wm4EHVvO98mgWHwePQqdQ3XZ/kWLkcV3oCeK3t+)8s8PztSKdeEG/hbL5i
yelju/sfVm+1TFYPRdcyeu30eV4otEWHOeipfPUx14QC4ylS5uyOzsjQx/4U8ctU
Y7wle3NTnfkCAWEAAaOCAoMwgg)/MB8GA1UdIwQYMBaAFI2MXsRUrYrhd+mb+ZsF
4bgBjWHhMBOGA1UdDgQWBBQSTE/dgNt43q4GcG7m5bjVBrib7jAOBgNVHQ8BASFSE
BAMCBaAwDAYDVROTAQH/BAIWADAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUH
AwlwSQYDVROgBEIwWQDAOBgsrBgEEAbIXAQICBzAIMCMGCCsGAQUFBwIBFhdodHRw
czovL3NIY3RpZ28uY29tLONQUzAIBgZngQwBAgEwWgYQGCCsGAQUFBWEBBHgwdjBP
BggrBgEFBQcwA0ZDaHROcDovL2NydC5zZWN0OaWdvLmNvbS9TZWNOaWdvUINBRGOt
YWIuVmFsaWRhdGIVbINIY3VyZVNIcnZIckNBLmNydDAjBggrBgEFBQcwAYYXaHRO
cDovL29jc3Auc2VjdGInby5jb20w]JQYDVRORBB4wWHIIKaG9zdGVkLmZ1bolOd3d3
Lmhvc3RIZC5mdW4wggEFBgorBgEEAdZ5AgQCBIH2BIHZAPEAdgB9PVL4j/+IVWgk
wsDKnIKJeSvFDngJfy5ql2iZfiLw1wAAAXGXTEtUAAAEAWBHMEUCIAr63zp0OX094
//t4bwpGl9sMmoFOwFkqzK+IdPJACHeGAIEA3fgT9t7ws8m/PrrNXBgelQng4OKm
9QYjiytIH2kEoPUAdwCUILwejtWNblhzH4KLIiwNOdpNXmxPID1h204vWE2iwgAA
AXGXTEt8AAAEAWBIMEYCIQDrzLW8UyfmVsnXwatkVgVf3eChRIktRq1C9EBn3BDX
/QIhAI2VS)JjUQO01YQGYI7rWPYEh86VQg5/I1zoLE9ibSXZv)fMAOGCSqGSIb3DQEB
CwUAA4IBAQAEV]Kyyqg/alWNuxDDcjE9IxQ6sjTN+eJFYWzLuybYgLSh+tjogMxUt
2fMzvgMwtHZZ)YX2LRh)xUl)yaEQtYfiPV+P7v5DcpZdc3zj7idXVf+plCPEKkLo4
HAOYWEYVbSAjueiuDMVXxQODWij+2hCeyguHIrN6Ld/nABFbZMZqPyOFidLS9AOu0
kOEcEobeOEFnhRdKNjgmv4kZJAI/R/1U75DDYkx2GVIRRi52Rclko6cBuDgxVSfY
GYB6D11iZGeo/VGMKRmMCcR4kf+sxsEHzBHUvgwHhDV)7xC5HttxdPfP1CVQjdj)y
/mn/gbHuybKBmhEfKDIY7ARSgGH+c7ym

MIIGEzCCA/ugAwIBAgIQfVtRJrR2uhHbdBYLVFMNpzANBgkghkiGOwOBAQwWFADCB
iDELMAKGALUEBhMCVVMxEzARBgNVBAQTCk5IdyBKZX)zZXkxFDASBgNVBACTCOpI
cnNleSBDaXR5MR4wHAYDVQQKExVUaGUgVVNFUIRSVVNUIE5IdHdvemsxLjAsBgNV
BAMTJVVTRV]JUcnVzdCBSUOEgQ2VydGImaWNhdGIvbiBBdXRob3JpdHkwHhcNMTgx
MTAyMDAwMDAwWWhcNMzAXMjMxMjM10TU5WjCBjzELMAKGA1UEBhMCROIXGzAZBgNV
BAgTEkdyZWFO0ZXIgTWFuY2hlc3RICEQMA4GAL1UEBXMHU2FsZm9yZDEYMBYGA1UE
ChMPU2VjdGInbyBMaW1pdGVkMTcwNQYDVQQDEY5TZWNOaWdvIFJTQSBEb21haW4g
VmFsaWRhdGIvbiBTZWN1cmUgU2VydmVylIENBMIIBIJANBgkghkiGOwWOBAQEFAAOC
AQ8AMIIBCgKCAQEA1NMz1tc8INAAOhdFUNY+B6I/x0OHUM]D)sGz99)/LEpgPLT+N
TQEMgg8Xf2lubbhlefswWg06t1zllk7cHv7IQP6IMwOAQ6TN/2YHKHXYyQdgAJrkj
eocgHuP/lJo8IURVh3UGKECOMpMWCRAIIzZ7S3YcPb11RFGoKacVPAX]pz9OTTGOE
oKMbgn6xmrntxZ7FN3ifmgg0+1YuWMQJDgZkW7w33PGfKGioVrCSolyfu4iYCBsk
HaswhabvsC6eep3BwEIc4gLw6uBKOu+QDrTBQBbwb4VCSmT3pDCg/r8uoydajotY
uK3DGReEY+1vVv2Dy2A0xHS+5p3b4eTlygxfFQIDAQAB04IBbjCCAWowHwWYDVROj
BBgwFoAUU3m/WqorSs9UgOHYm8Cd8rIDZsswHQYDVROOBBYEFI2MXsRUrYrhd+mb
+ZsF4bgBjWHhMA4GA1UdDwWEB/WQEAwIBhjASBgNVHRMBAfSECDAGAQH/AGEAMBOG
A1UdJQQWMBQGCCsGAQUFBwMBBggrBgEFBQcDAjAbBgNVHSAEFDASMAYGBFUdIAAW
CAYGZAEMAQIBMFAGA1UdHWRJMEcwRaBDoEGGP2h0dHAG6LY9jcmwudXNIcnRydXNO
LmNvbS9VUOVSVH)1c3RSUOFDZX]J0aWZpY2F0aW9uQXV0aG9yaXR5LmNybDB2Bggr
BgEFBQcBAQRMGgwPwYIKwYBBQUHMAKGM2hOdHAGLY9jcnQudXNIcnRydXNOLmMNv
bS9VUOVSVHJ1c3RSUOFBZGRUcnVzdENBLMNydDAIBggrBgEFBQcwAYYZaHROcDov
L29jc3AudXNIcnRydXNOLMNvbTANBgkghkiGOwWOBAQwWFAAOCAQEAMIrohvQ5Iw0/H
ukdN+)x4GQHCEx2Ab/zDcLRSmjEzmIdS+zGea6TvVKqJjUAXaPgREHzSyrHxVYbH
7rM2kYb20VG/Rr8PoLq0935)xCo2F57kaDI6r5SROVmM+yezu/Coa9zcV3HAO4OLGI
H19+24rcRki2aArPsrW04jTkZ6k4Zgle0rj8nSg6FOANwNJOKfOhPHZPE/UWLMUX
RPOT7dWbqWlod3zu4f+k+TY4CFM500Q0NBnzvg6s1SQ36y00eNDT5++SR2RiOSLv
XVCRVIKFXxmZEJCaOEDKNyJOuB56DPi/Z+fVGjmO+wea03KbNIaiGCpXZLoUmGv38
sbZXQm2VOTP20RQGgkE49Y9Y3IBbpNVIIXj9p5v//cWoaasm56ekBYdbgbedoyAL



Green is a website certificate, Red = root, Blue = special AAA intermediate certificate.
Attention! Root and intermediates may vary. Refer to actual ones from this article.

Check configuration:
apachectl -t
Reboot apache:
sudo service apache2 reload
Changes reflects immidiatelly, your SSL Certificate will be shown as trusted and valid in both

modern and legacy browsers.

Before (Android 4.4) After (Android 4.4)
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https://openprovider.help/books/ssl-certificates/page/my-domain-certificate-is-untrusted-after-the-may-30th
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